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INTRODUCTION

The digital world is with us for the
foreseeable future, and all aspects of the use
of IT will continue to be used for nefarious
purposes. In addition, personal data will,
unless sufficient safeguards are put in place,
be misused by criminals and organizations.
Lawyers, judges and legal scholars need to
more fully understand the nature of digital
evidence. It is important to ensure proof of
digital evidence is not sidelined into
obscurity. The IT industry provides products
on a global scale, and IT has now become
ubiquitous. Information technology affects us
all, even though we may not appreciate how
it affects our daily lives. It also affects human
relationships, and in turn, documents created
by IT systems are the subject of evidence in
legal proceedings.

The networked world in which we live
surrounds us - lawyers in particular need to
understand the new digital world, because it
affects all of their clients, from the simple
issue about proving somebody did something
to show they intended to enter into a contract
digitally (under the generative term electronic
signature, once described to the speaker as
the burning branch of obscurity) to e-mail
correspondence forming the basis of a
murder charge, as in the case of Dr Alathea
Foster, who was found guilty earlier this year
of causing grievous bodily harm to Julie
Simpson after discovering a series of e-mails
on her husband John Foster's computer.

http://www.timesonline.co.uk/article/0,,2-
2149947,00.html
http://news.bbc.co.uk/1/hi/england/cambridgeshire/
4978056.stm

Examples

Already, one man has used technology to
attempt to provide an alibi after murdering his
wife, and the number of people convicted of
downloading abusive images of children has
increased. The examples of digital evidence
included in courts cover a range of areas of
law, including family matters, where one or
the other spouse uses e-mail and text
messaging to intimidate the other; ‘slapping’
where teenagers attack people and film their
attack on a camera on their mobile telephone
before circulating copies to friends; the
manipulation of digital images to give false
evidence, in both parking cases and in
matters relating to claims over ownership of
intellectual property; in  manipulating or
altering records to commit internal fraud and
the use of technology to obtain access to
information to use the identity of a living
person or somebody that is deceased.

Lawyers, judges and scholars need to more
fully understand the nature of the world in
which we now live, the effect the networked
world has on our lives, how it affects the
nature of the evidence brought before the
courts, and how many areas of law are also
affected.
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